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UcTopusa foKymeHTa

Tabnuua 1:

Bepcus Hata N3meHeHus

1.0 28.05.2018 MNepBas pegakumsa gokymeHTa

1.1 21.05.2019 MepenaHa B Npon3BOACTBO

1.2 24.07.2019 VMcnpaBneHus B akTMBaumm KapT YpoBHS 4 (owmnbka Tuna ATS)

20 01.10.2019 ®PyHKUMM nogaepkn kapT BoeHHoro, ASN 6aHkoBsckux, I-Code, Parsec smart.

21 16.09.2020 [ob6asneHa dyHkumsa yteHns NMAH Homepa 6aHKOBCKUX kapT

22 16.02.2023 Pacwwupenue dyHkumoHana ans nogaepxkm PR-X18
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O6wue nonoxeHus

HasHauyeHue

[aHHbIN JOKYMEHT NpeacTaBnsaeT cobor pykoBOACTBO ANst NPOrpaMMUCTOB,
pa3pabaTbiBaloLWMX NPUNOXKEHUS C MOAAEPKKOWN HACTONbHbIX cumTbiBaTenen PR-P18 B
pexume FTDI yctponctea (6e3 ucnonesosaHuns suptyansHoro COM-nopTta) B
onepaumnoHHom cucteme Windows.

C Bepcun 6mbnmnotekn 5.6.6.6 pobaBneHa nogaepxka MynbTUPOPMATHBIX HACTOSbHbIX
cumTbiBaTenen PR-X18, coBmecTnmMbix No dyHKUMoHany pabotel ¢ BY kapTamu ¢ mogenosto
PR-P18, koTopble HA MOMEHT HanucaHust AOKyMeHTa NiaHMPYTCA K CHATUIO C
npoussoacTea. Kak USB ycTponcTBo, HoBbIN cuntbiBatens (PR-X18) umeet gpyron PID
(OxE3B6 BmecTo OXE3B5).

OTI'paHVI‘-IeH nAa AOKyMeHTa

Mpwn onucaHnn yHKUMoHana 6MbnMoTekn HekoTopble PYHKUNMN, CBA3AHHbBIE C peanua3aunen
crneuunanbHbIX NPOEKTOB, ONYLLEHbI, MOCKOSbKY A5 06LWero NnpUMeHeHUs OHN HE UMEKOT
cMbIcna.

AdononHutenbHasa uHcgpopmauus

[nsa ynpoweHus noHnmMaHusa paboTbl cunTbiBaTENS C JaHHON 6ubnmnoTtekon B coctaBe SDK
NnocTaBnseTcs AEMOHCTPaLMOHHbIN NpuMep, HanucaHHbIN Ha A3blke Object Pascal ¢
NCXOAHbIMU KOAAMM.

Cuumbisamenu PR-X18 ¢ sepcuu npoepammHoz20 obecriedyeHus 6.x ripu pabome ¢ PAN
HomMmepomMm baHKOBCKUX Kapm noddepxxusarom U kapmel muna B (e yacmHocmu,
npousdsodcmea 3asoda « MMKPOH», SeneHoepad).
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DYHKUUUN BNONUOTEKN

O6wue nonoxeHus

Mpun KoMNMNsaLMK BCe PyHKLMM BUBIMOTEKM onmncaHbl ¢ aTpubyTom (cornawieHmem o
Bbi3oBax) cdecl.

Bce cyHkUMmM BnbnmoTekn Bo3BpaLlatoT Kog pesdynbTtaTa. [1pu ycnewHoM BbinoSTHEHUN
YHKUMM KoL, pe3ynbTaTta paBeH Hym. 3HayeHne, OTNIMYHOE OT Hyrsl, roBoput 06 olmbke.

Tunbl napameTpoB
BubnuoTteka HanncaHa Ha A3blke Nackanb. [ns BbidoBa (PyHKUMIA N3 nporpaMmmbl Ha C/C++
cnegyeT KOPPEKTHO NPUBECTU TUMbl AAHHbIX.

MapameTpbl TMMOB uint8_t, uint16_t, uint32_t kommeHTapmeB He TpebytoT. Ecnn nepea
napameTpomM CToUT MoaundumkaTop var, To napameTp nepeaeTcs He Mo 3Ha4YeHuto, a no
CCbIfKe.

Twun pbytearray cooTBeTCTBYET yKasaTento Ha maccmB 6anToB, aHanor void*. MNapameTp Tvna
pchar cooTBETCTBYET yKka3aTento Ha HyfNb — TEPMUHUPOBAHHYIO CTPOKY BanToOBbIX
CVMMBOJIOB, aHanor char®.

Koabl oinbok

Koabl owmbok onpeaenetHsl B hanne Errors.pas cnegyowmm o6pasom:

// ERRORS from NXP library

PH _ERR IO TIMEOUT = $01; //**< No reply received, e.g. PICC removal. */
PH_ERR INTEGRITY ERROR = $02; //**< Wrong CRC or parity detected. */
PH_ERR_COLLISION_ERROR = $03; //**< A collision occured. */

PH_ERR BUFFER OVERFLOW = $04; //**< Attempt to write beyond buffer size. */
PH_ERR FRAMING ERROR = $05; //**< Invalid frame format. */

PH_ERR PROTOCOL_ERROR = $06; //**< Received response violates protocol. */
PH_ERR AUTH_ ERROR = $07; //**< Authentication error. */

PH ERR READ WRITE ERROR = $08; //**< A Read or Write error occured in RAM/ROM */
PH_ERR TEMPERATURE_ERROR = $09; //**< The RC sensors signal overheating. */

PH ERR RF ERROR = $0A; //**< Error on RF-Interface. */

PH_ERR INTERFACE_ERROR = $0B; //**< An error occured in RC communication. */
PH _ERR LENGTH ERROR = $0C; //**< A length error occured. */
PH_ERR_INTERNAL ERROR = $7F; //**< An internal error occured. */

//

PH ERR INVALID DATA PARAMS = $20; //**< Invalid data parameters supplied */

PH ERR INVALID PARAMETER = $21; //**< Invalid parameter supplied. */

PH _ERR PARAMETER OVERFLOW = $22; //**< Read/Write a parameter produce overflow. */
PH_ERR UNSUPPORTED PARAMETER = $23; //**< Parameter not supported. */

PH_ERR UNSUPPORTED COMMAND = $24; //**< Command not supported. */

PH _ERR USE CONDITION = $25; //**< Condition of use not satisfied. */
PH_ERR KEY = $26; //**< A key error occured. */

//

PH_ERR SUCCESS_CHAINING = $71; //**< Rx chaining is not complete */

PH_ERR SUCCESS_ INCOMPLETE BYTE = $72; //**< An incomplete byte was received. */

// In the library PH ERR_CUSTOM BEGIN = 0x80

// and uses about 10 codes - so, we start from O0xAO

PH ERR_CUSTOM BEGIN = $80;

// For Mifare defined codes

PHPAL MI FAREiERRiNAKO = (PHiERR7CUSTOM7BEGIN+O) ;
PHPAL MIFARE ERR NAK1 = (PH_ERR CUSTOM BEGIN+1);
PHPAL MIFARE ERR NAK4 = (PH_ERR CUSTOM BEGIN+2);
PHPAL MIFARE ERR NAK5 = (PHiERR7CUSTOM7BEGIN+3) ;
PHPAL MIFARE ERR NAKG = (PH_ERR CUSTOM BEGIN+4);
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PHPAL MIFARE ERR NAK7 =
PHPAL MIFARE ERR NAKS =
PHPAL MIFARE ERR NAKO N

(PH_ERR CUSTOM BEGIN+5) ;
(PH_ERR CUSTOM BEGIN+6) ;
(PH_ERR CUSTOM BEGIN+7);

// For Mifare Plus defined codes

PHAL MFP_ERR AUTH = (PH_ERR _CUSTOM BEGIN+0); /*< MFP Authentication Error. */
PHAL_MFP_ERR CMD OVERFLOW = (PH_ERR CUSTOM BEGIN+1); /*< MFP Command Overflow Err. */
PHAL MFP_ERR MAC PCD = (PH ERR CUSTOM BEGIN+2); /*< MFP MAC Error. */

PHAL_ MFP_ERR BNR = (PH_ERR CUSTOM BEGIN+3); /*< MFP Blocknumber Error. */
PHAL_MFP_ERR EXT = (PH_FRR CUSTOM BEGIN+4); /*< MFP Extension Error. */

PHAL, MFP_ERR CMD INVALID = (PH_ERR CUSTOM BEGIN+5); /*< MFP Invalid Command Error. */
PHAL,_MFP_ERR FORMAT = (PH_ERR CUSTOM BEGIN+6); /*< MFP Authentication Error. */
PHAL, MFP_ERR GEN FAILURE = (PH_ERR CUSTOM BEGIN+7); /*< MFP Generic Error. */

// Internal communication errors

ERR_COMM TIMEOUT = SA0;
ERR_BAD_PACKET_ CRC = S$Al;
ERR_OPEN PORT = $A2;
ERR_WRONG_COMPORT = S$A3;
ERR_COM_CLOSED = SA4;
ERR_COM_WRITEERR = S$A5;
ERR_INVALID HANDLE = S$A6;
ERR_RESULT_ EMPTY = $A7;

// error code answers from reader

ERR_INVALID DATA = $A8;
ERR_INVALID_ COMMAND = $SA9;
ERR_INVALID PARAM = $SAA;

OTnuuymne oT cTapbIX BepCUH

OcHoBHbIMK oTnumMsiMn oT Bepcum ana COM-nopTa ABnsTCa PyHKLUMM OOHapYXeHUs 1
OTKPbITUS MHTepdenca cumTbiBaTensa. Ecnv B cTapor Bepcumn UCNosib30Barnoch BCEro Ase

YHKLUK:
o OpenPort()
o ClosePort()

TO B JAHHOW BepCUN 3TN PYHKLUUK yaaneHsbl 3a HeHagobHOCTbI0, HO fobaBneHbl cneayoLimne
PYHKUMM:

o Enumerate()

o GetFirstReader()

o GetNextReader()

« ReaderOpened()

o GetReaderSerial()

o GetReaderSerialStr()
o OpenByNum()

nornyyaeT KONMYeCcTBO MOAKMIOYEHHbIX CYUTbIBATENEN
nonyyaeT nepBbli CYUTLIBATENb U3 CNNCKa

nony4aeT crneayLwmin cunTbiBaTenb U3 cnncka
NpoBepsiET, OTKPLIT NN UHTEPdENC CYUTLIBATENS
nony4yaeT CEPUNHLIN HOMEP BO BHYTPEHHEM (hopmaTe
nony4yaeT CEpPUNHLIN HOMEP B BUOE CTPOKM
OTKPbIBAET CYNTbIBATENb MO HOMEPY B NUCTE

o CloseByNum() 3aKpblBaeT cyUTbIBaTENb MO HOMEPY B NUCTE

CnegyeTt umeTb B BMAY, YTO OQHOBPEMEHHO NogaepxmeaeTcst paboTta TONbKo C O4HUM
cumTbiBaTenem. Npu HeobxoanmocTn paboTbl C APYrMM cYMTbIBATENEM TEKYLLNA TpebyeTcs
npeaBapuTenbHO 3aKpbITh.

B cnepytowem pasgene Bce oyHKLMM BUBIMoTekn paccmoTpeHbl 6onee nogpobHo.
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®yHKLUUN o6Lwero HasHa4YeHus

MonyyeHue cnucka cunuTbiBaTenemn

®yHkuna ckanupyeT USB nopTol K ang obHapyxeHnst Bcex NoaKMIoYEeHHbIX CHUTbIBaTENen
PR-P18, nomeLyaeT nx BO BHyTPEHHMI CMIUCOK 1 BO3BPaLLaeT KONMYeCTBO OOHapPY>KEHHbIX
cunTbIBaTENeEn.

function Enumerate(): uintlo6;

Mapamempnbi

BxogHbix napamMmeTpoB HE MMEET.

Pe3ynbmam

BosBpaluaeTt ynMcno obHapyXeHHbIX cunTbiBaTeENen. Hymepauus BHyTPEHHEro cnmncka
HaYMHaeTCH C HyNneBoro nHaekca.

Mony4yeHue nepBOro cuMThbiBaTens U3 cnucka

CDyHKLI,VIFI BO3BpalLlaeT onucaTtesib NepBoro CH4NTbiBaTesid N3 BHYTPEHHEro Crincka BMecTe C
ero CepI/IVIHbIM HOMEpPOM.

function GetFirstReader (desc: pbytearray; maxlen: short): uintl6;

Mapamempnbi

Ha Bxoge nony4yaeT ykasaTternb Ha CTPOKY CMMBOJSIOB 1 €€ MaKCUMaribHYH AMVHY.
PekomeHayeTcs BblaensaTb He MeHee 48 6anT (BKoyas 3aBepLUaloLLnin HOSb).
Pe3ynbmam

MNMomelLaeT onncartens cunTbiBaTENS C CEPUNHBIM HOMEPOM B NEPEMEHHYI0 . Ecnu
BblAeneHo HegocTaToyHo MecTa (maxlen meHee Tpebyemoro 3HaveHus), To BO3BpaLLaeMoe
3HayeHue ycekaeTcs. [pumep Bo3BpaLLaeMon CTPOKK:

Parsec Desktop Reader PR-P18 (810-00-0001)

Ecnu cnncok cunTbiBaTenem nyct (HeT NOAKIOYEHHbIX cYMTbIBaTENEN, NGO
npeaBapuTenbHO He Bbi3biBanach yHKUUs Enumerate), To Bo3BpaLlaeTcs koA owmnbku
ERR_RESULT _EMPTY.

MonyyeHue cneaytoulero cYnThbiBaTeNa U3 cnucka

(DyHKLI,I/IFI BO3BpaLlaeT onncartesib odepegHoro (Ha‘-II/IHaFI Cc nepBoro) cyuTbiBaTeNa N3
BHYTPEHHEro cnncka eMecTe C ero cepvu?lelm HOMEpPOM.

function GetNextReader (desc: pbytearray; maxlen: short): uintlé6;

Mapamempnbi

Ha Bxope nonyyaet ykasaTenb Ha CTPOKY CMMBOJIOB M €€ MakCUMarbHy OJINHY.
PekomeHayeTcs BblaensaTb He MeHee 48 6anT (Bkoyas 3aBepLUaloLLnin HOSb).
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Pe3ynbmam

lMomellaeT onucaTtenb cYMThIBaTENSA C CEPUIAHBIM HOMEPOM B NEepPeMEHHYI0 . Ecnu
BblEerieHo HeJoCTaToyHO MecTa (maxlen meHee Tpebyemoro 3HaveHus), To BO3BpaLLaeMoe
3Ha4eHue ycekaeTcs.

Ecnu cnucok cumtbiBaTENen NycT (HET NOAKMOYEHHbIX cunTbiBaTENEn, Nnbo
npeasapuTenbHO He BbidbiBanack oyHKuna Enumerate), nnbo crnegyrowero cumtbiBaTens B
cnucke HeT, To Bo3BpawaeTcsa ko ownbkm ERR_RESULT_EMPTY.

MpoBepka uHTepdenca cunTbiBaTens

CepBMCHaFI (.byHKLl,I/lFI, no3sondauwan nonyy4ynTb COCTOAHNE CHUTbIBATENA, 3a4aHHOro no
HOMepY BO BHYTPEHHEM CINUCKE.

function ReaderOpened (num: short): uintl6;

Mapamempsbi

Ha Bxoge nony4yaeTt HoOMep CHUTbIBaATEd num.

Pe3ynbmam

BosBpaluaeTt 0, ecnu nHTepdenc cuntoiBaTens He oTKpbiBancd, nnbo eamHuuy, ecnm
NHTepdenc OTKpbIT AN paboTbl.

Honb Tarke BO3BpallaeTcHd, eCriin CNUCOK NycCT, nnbo 3agaH HOMep, I'IpeBbILLl,aI'OLLI,I/IIZ
KONIMYECTBO CUMTLIBATENEN B CMMCKE.

MonyyeHune cepumnHoro Homepa

CnyxebHasa yHKUMA, BO3BpaLLaloLlas CePUNHbIN HOMEpP 3a4aHHOro cYMThiBaTens BO
BHYTPEHHEM MpeacTaBreHnn.

function GetReaderSerial (num: short; var ser: dword): uintl6;

MMapamempsbi

Ha Bxoge nepegaeTca HOMep CYMTbIBATENs B CMMCKE U yKasaTernb Ha YeTbipexbanToByto
nepeMeHHyo Ans NnomeLleHns oTeeTa.

Pe3ynbmam

BosBspalyaeT cepuinHbIn HOMEP BO BHYTPEHHEM NpeacTaBneHmn. Ecnu cumtbiBatens c
3a4aHHbIM HOMEPOM He CyLecTBYeT, NMMbo CNUCOK NyCT, TO BO3BpaLLaeTcs Kog ownbku
ERR_RESULT_EMPTY.

NHTepdelc cuntbiBaTeENs OOMMKEH ObITb OTKPLIT ANt paboThI.

Mony4yeHune cepumnHOro Homepa B BUAE CTPOKU

dyHKUMA, BO3BpaLLaoLLasg CepUnHbIA HOMep 3agaHHoro cunteiBaTens B Buge NULL-
TEPMUHUPOBAHHOW CTPOKN.

function GetReaderSerialStr (num: short; var serstr: PAnsiChar): uintl6;

Mapamempnbi

Ha Bxoge nepengaeTcda HoMep CHUTbiBaTesd B CNUCKE U yKa3aTelb Ha ©anToBbIN MaccmB Ans
nomMeLleHna oTeeTa.
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Pe3ynbmam

BoaBpallaeT cepunHbIN HOMEP B BUAE CTPOKM CMMBOJIOB, 3aBepLUAEMON HyrneBbIM 6anTom.
Ecnun cuntbiBaTenNs ¢ 3agaHHbIM HOMEPOM He CyLLecTBYyeT, NMBOo CnMCOK NycCT, TO
Bo3BpawyaeTcsa kog ownbkm ERR_RESULT_EMPTY.

NHTepdenc cunteiBaTens OMMKEH ObiTb OTKPLIT A4S paboTbl. Pasmep maccmBa ans
nomeLleHus pesynbTaTa QOMKeH bbITb He MeHee 48 6anToB.

OTKpbITHME 3a4aHHOro cYUTbIBaTens

OTKprBaeT cunTbiBaTeNb AN4 BbIMNOMHEHUS AaNbHENLINX onepauMVl C HUM.

function OpenByNum (num: short): uintlé6;

Mapamempnbi

I'IonyqaeT HOMEpP CHUTbIBaATENA BO BHYTPEHHEM CIUNCKe.

Pe3ynbmam

Ecnn nHtepdeiic cuntoiBaTens yxxe OTKpbIT, TO BO3BpaLLaeTCHa KO4 OLIMOKK
ERR_OPEN_PORT. Ecnu cuntbiBaTens ¢ ykazaHHbIM HOMEPOM B CMUCKE HET, TO
Bo3BpawaeTcsa kog ownbkm ERR_RESULT_EMPTY. B cnyvyae BO3HUKHOBEHUSA BHYTPEHHEN
ownBKKM Npu OTKPbITUK MHTepdenca Bo3BpallaeTcs kog owmnbkn ERR_INVALID HANDLE.

3akpbITve 3aflaHHOro cYnThbiBaTens

3akpblBaeT MHTepdenc cunTbIBaTenNs, Nocne Yero ero MoXXHo OTKPbITb CHOBA, NGO OTKPbITb
ApYrov cymTbiBaTeNb U3 cnvcka (eCcnv NoakntoYeHo 6onee 04HOro CYMTLIBATENS K OAHOMY
MK).

function CloseByNum (num: short): uintl6;

Mapamempnbi

MonyyaeT HOMep cYUTLIBaTENSI BO BHYTPEHHEM CMUCKE.

Pe3ynbmam

3akpblBaeT uHTepenc cuntbiBaTens. Ecnv cumtbiBaTens ¢ ykazaHHbIM HOMEPOM B CNUCKE
HeT, To Bo3BpawLaeTcsa ko ownbkm ERR_RESULT_EMPTY

MNepecyeT HOMepa 6510ka B HOMEp ceKkTopa

MepecunTbiBaeT HoMep 610Ka B COOTBETCTBYHOLLNIA HOMEP CEKTOPA C Y4ETOM pasHuULbl
pa3MepoB CEKTOPOB 4S8 KapT ¢ 06beMom namsaTn 4 kunobanta.

function BlockToSectordk (block: uintl6): uintl6

Mapamempnbi

MpuHumaeT Homep Bnoka kapTbl Mifare.

Pe3ynbmam

BosBpalliaet HoMep cekTopa, B KOTOPOM PacrorioXeH 3afaHHbIN Grok.
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I'Iepecqu HOMeéepa CeKTopa B HOMep 6noka

BoaBpalluaet Homep nepBoro (Hyneesoro) 6yoka 3agaHHOro cekTopa.
function SectorToBlock4k(sect: uintl6): uintlé6

Mapamempnbi

MpuHMMaeT Homep cekTopa kapTbl Mifare.

Pe3ynbmam

BoaBpaluaet Homep HyneBoro Onoka 3agaHHOro cektopa.

MporpamMmmHasa nepesarpys3ka

BbI30B (hyHKLMM NPMBOAUT K NPOrpaMMHoOi nepesarpyske cumTbiBaTens. MNapameTpos
hyHKUMS He nmeerT.

function ReaderSoftReset (): uintl6
|_|pl/l Hann4mm cBA3n COo CHMUTbIBATENEM BCerga Bo3BpallaeT yCI'IeLUHbIIZ pesynbTar.

MpoBepka cBA3n

(DyHKLI,I/IFI CNYXUT Ona NpoBEepKu obmeHa co cunTbiBaTeENeM B pexunmMme axa.

function TestTranceive(var len: uintl6; data: PByteArray): uintlé

Mapamempnbi
len npu BbI3oBE — 4Mcno 6anToB Anst oOMeHa, Npu Bo3BpaTe
— AnvHa oTBeTa.
data ykasatenb Ha Bydep ¢ oaHHbIMK Ansa obmeHa.
Uuavkauums

I'IprpaMMHo BKIno4aeT 6|/|nep n/vnn ceetToanoabl CHUTbIBATENS Ha 3a4aHHOe Bpem4.

function BeepBlink(led: uint8; beep: uint8; time: uint8): uintlé6
Mapamempnbi
led npw HyNeBOM 3Ha4YeHUN CBETOOMOA He BKIoYaeTcs,
WHa4ve BKIloYaeTcs.
beep npv HYNeBoOM 3Ha4yeHun Gunep He BKIHOYAETCS, MHaYe
BKMOYaeTCA.
time BpemMs B kBaHTax rno 100 mcek, Ha KOTopoe BKniovaeTcs
NHOMKaums.

CnepnyeT umeTb B BUAy, YTO BpeMsi paboTbl (OYHKLMM NPONOPLMOHaNbHO 3a4aHHOMY
BPEMEHW MHOWKALMN.

YteHue perncrpa

HunakoypoBHeBas yHKUMS YTeHns pernctpa mmkpocxeMbl CLRC663.

function ReadRegister (addr: uintl6; var data: uintl6): uintlo
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Mapamempnbi
addr agpec peructpa mukpocxembl CLRC663.
data AaHHble, NPOYNTaHHbIE U3 PErMCTPa MUKPOCXEMbI

CLRC663.

3anucb perucrtpa

HuskoypoBHeBasa (pyHKUMA 3anucu pernctpa Mukpocxembl CLRC6E63.

function WriteRegister (addr, data: uintl6): uintl6
Mapamempnbi
addr agpec peructpa mukpocxembl CLRC6E63.
data OaHHble, 3arnvcbiBaeMble B PErmcTp MMKPOCXeMb!
CLRC663.

®yHKyuel credyem nosib308ambcsi C 0CMOPOXXHOCMbIO, MOCKOJIbKY HEKOPPEeKmMHasi
3anuck e pe2ucmpbl MOXXem Hapywumbs pabomy MUKpocxeMbl U 8axe NosIHOCMbHo
ebieecmu ee U3 cmposi.

YHpaBneHMe Hecyueﬁ cYunTbiBaTensa

®yHKUMA NpegHa3HaveHa Ansa ynpaBneHns HecyLlen cuntbiBaTens.

function RfFieldControl (control: uint8): uintlé6
Mapamempnbi
control 3HayeHue 0 BbIKITOYaeT HecyLLyto, 3HavyeHue 1 BknovaeT

HEeCYLLyl0, a NPV 3Ha4YeHUn 2 NPou3BOAUTCS Nepectpoc
HecylLLel: BbIKINoYeHne npumepHo Ha 10 Mcek ¢
nocreayLwmM BKITHYEHNEM.

I'Ionyqel-wle HanMeHOBaHuUA U Bepcuun

q)yHKLI,I/IFl no3BONAET NOJy4YUTb HAMMEeHOBaHUE CHUTbIBaATENA U ero Bepcuto B Bae CTPOKWU.
function GetReaderId(data: pbytearray): uintlé6;

Mapamempnbi

data yKasaTersib Ha NpueMHbIA MaccuB 4SS BO3BpaLLeHNs
CTPOKOBOrO pesynbTaTa.
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PaboTa c kaptamu Ha ypoBHe 3 u 4 1ISO-14443

AKTMBMpOBaHME KapThbl 0 YPOBHA 3

OYHKUMS MblTaeTca akTMBUPOBaTb KapTy, BbIMOMHAS OCHOBHbIE onepaunn — request,
anticollision, select.

function ActivateCardA3 (var uidlen: uint8; uid: pbytearray;

var sak: uint8; var mca: uint8): uintlé6
Mapamempnbi
uidlen anvHa UID kapTbl (4 nnun 7 6anTos).
uid ykasatenb Ha bydep ansa UID kapTbl
sak 3HayeHue napameTpa SAK
mca 0 — kapT B none 6onblue HET, Apyrne 3Ha4YeHnss — B

rnosne MMeTCs Apyrue KapThbl.
lNpu ebi3oee ¢hyHKYuu 3Ha4YeHue uidlen 0omKHO ycmaHaenueambcCs 8 HOJlb.

Pe3ynbmam

Ecnu dpyHKUMS BO3BpaLLaeT He HyreBoe 3HaYeHne, 3HaYUT KapTbl B MOSe HET UNn KapTy
NpoYnTaTh HEBO3MOXXHO MO KAKOW-TO NMPUYMHE.

AKTMBMpPOBaHME KapTbl 4O YPOBHA 3 pacluMpeHHas

[obasneHa ¢ Bepcun 1.1.2 6ubnumotekn. PyHKLMA NbITAETCA aKTUBMPOBATb KapTy, BbINOSHASA
OCHOBHbIe onepauun — request, anticollision, select.

function ActivateCardA3Ex (var uidlen: uint8; uid: pbytearray;

var atga: uintl6; var sak: uint8; wvar mca: uint8): uintle6

Mapamempnbi

uidlen annHa UID kapTbl (4 nnn 7 6anToB).

uid ykasatenb Ha 6ydep ana UID kapTbl

atga 3HayeHune napameTtpa ATQA

sak 3HayeHune napameTpa SAK

mca 0 — kapT B none 6onbLue HeT, ApyrMe 3Ha4YeHuss — B

none MMeTCA apyrue KapTbl.

Pe3ynbmam

Ecnu d)yHKLI,I/IFI BO3BpaLWlaeT He HyneBoe 3Ha4YeHne, 3Ha4YnUT KapTbl B MOJie HET UK KapTy
npoYnTaTb HEBO3MOXXHO MO KaKoOn-TO NnpU4nHe.

lNpu ebi3oee ¢hyHKYuu 3Ha4YeHue uidlen 0omKHO ycmaHaenueambcCsi 8 HOJlb.
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AKTnBMpoBaHUe KapTbl OO YPOBHA 4

PyHKUNS NbITAeTCs aKTMBMPOBATb KapTy 40 YPOBHSA 4, NOArOTOBMB ee 4118 AanbHenLen
paboTbl.

function ActivateCardA4 (usepps: uint8; var uidlen: uint8; uid: pbytearray;
var sak: uint8; var mca: uint8;
// Level 4 ISO params
var ats: uint8; var ciden: uint8; wvar cid: uint8;

var fsdi: uint8; var fsci: uint8): uintlé6
Mapamempnbi

usepps cuMTbIBaTESb NONbITAETCS BbINOAHUTE KOMaHay PPS n
noaroToBUTLCA K OBMEHY C MakcuMarbHbIMU
napameTpamMu.

uidlen annHa UID kapTbl (4 nnn 7 6anToB).

uid ykasatenb Ha 6ydep ana UID kapTbl

sak 3HayeHne napameTpa SAK

mca 0 — kapT B none 6onblue HET, ApyrMe 3Ha4YeHUss — B
nosie UMETCA apyrue KapTbl.

ats AnvHa oTBeTa KapThl ATS.

ciden €CNnun He Homnb — KapTa nogaepxwusaet CID

cid 3HayeHne CID, ecnu npegbioyimii napameTp He HOMb

fsdi, fsci MHOXUTENN, XapakTepusyrLine MakCumarbHbIn pasmep

dperima KapTbl Ha NpUeEM 1 Nepeaayvy.

lNpu ebi3oee ¢hyHKYuu 3Ha4YeHue uidlen 0omKHO ycmaHaenueambcCs 8 HOJlb.

AkTnBMpoBaHue KapTbl A0 YPOBHA 4 paclumpeHHas

[o6GaeneHa c Bepcun 1.1.2 6Gubnmotekun. PyHKLMA NbITAETCA aKTUBMPOBaTb KapTy 4O YPOBHS
4, NOAroTOBUB ee AN AanbHenwen paboThl.

function ActivateCardA4Ex (usepps: uint8; wvar uidlen: uint8; uid:
pbytearray; var atga: uintl6; var sak: uint8; var mca:
uint8;
// Level 4 ISO params
var ats: uint8; var ciden: uint8; wvar cid: uint8;

var fsdi: uint8; var fsci: uint8): uintlé6
Mapamempnbi

usepps cunTbiBaTEmNb NOMbLITAETCH BbINOMHUTL KOMaHay PPS n
noAroToBUTLCA K OBMEHY C MakcumarbHbIMU
napameTpamu.

uidlen AnviHa UID kapThbl (4 nnu 7 6anToB).

uid ykasatenb Ha 6ydep ana UID kapTbl

atqa 3Ha4veHue napameTtpa ATQA

sak 3Ha4veHue napametpa SAK
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mca 0 — kapT B none 6onblue HET, Apyrne 3Ha4YeHnss — B
nosne MMeTcs Apyrue KapThbl.

ats AnvHa oTBeTa KapThl ATS.

ciden €Cnun He Homnb — KapTa nogaepxusaet CID

cid 3HayeHne CID, ecnu npegbioyimii napameTp He HOMb

fsdi, fsci MHOXUTENN, XapaKTepuU3yrLne MakCumarbHbI pasmep

dperima KapTbl Ha NpUEM U Nepeaavy.

lNpu ebi308e ¢hyHKYuU 3Ha4YeHue uidlen 0omKHO ycmaHaesiueambcCsi 8 HOJIb.

KomaHnga HaltA

KomaHga npegHasHaveHa ansa nepesoja akTMBMPOBAHHOW B AaHHbLIN MOMEHT A0 YPOBHSA 3
ISO-14443A kapTbl B cocTosiHne HALT.

function HaltA(): uintlé

KomaHnga napamMeTpoB HE UMEET, BO3BpallaeT BCeraa Koa yCrnewHoro sasepLlieHna.

Mpo3payHbin 06MeH Ha ypoBHe 3 1ISO-14443A

KomaHga «npo3payHoro» obmeHa ans kapt ypoBHA 3 ISO-14443A. MNo3BonseT peanu3oBaTtb
nobyto KomaHay, He peanu3oBaHHyto B bubnuoteke. MNepenaBaemblie B KOMaHAy AaHHbIE
HanpsMylo NepeaarTcs KapTe.

BosBpalleHHble KapTow AaHHble (PyHKLMS BO3BpaLLAET Bbi3BaBLUEN NporpamMmme.

function Exchange3A (InData: pbytearray; inlen: uintl6; OutData: pbytearray;

var outlen: uintl6): uintlé

Mapamempnbi

InData ykasaTenb Ha Bydep ¢ KoMaHOoW W/UNN AaHHbIMK,

KoTopble TpebyeTcs nepefaTb KapTe

inlen ONMHa gaHHbIX B Oydepe.

OutData ykasatenb Ha 6ydep Ansa npuema gaHHbIX OT KapThbl

outlen pa3Mmep BO3BpaLLeHHbIX B bydepe aaHHbIX
Pe3ynbmam

BoaBpaluaeTtca kog owmbky B cnydae He ycnelwHoro obmeHa, nnbo ecnv pasmep
nepefasaembliX AaHHbIX HYNEBOW uUnu npesblwaeT 256 6anT.

O6meH ¢ kapTon Ha ypoBHe 4 1ISO-14443A

KomaHga obmeHa nHdopmaumen ¢ kapton Ha yposHe 4 1ISO-14443A. MNossondeT
obmeHsaTbeA ¢ kapton APDU B cootBeTcTBUM € 1ISO-7816.

BosBspalleHHble KapTon AaHHble OYHKLNA BO3BpaLLaeT Bbi3BaBLUEN NporpamMme.

Cmp. 14



HuHamuyeckas 6ubnuomexka PRP18.DLL Pykosodcmeo npozpammucma

function ExchangeApdu (InData: pbytearray; inlen: uintl6; OutData:

pbytearray; var outlen: uintl6): uintlé

Mapamempnbi

InData ykasaTenb Ha Bydep ¢ KoMaHOoW WU AaHHbIMK,

KoTopble TpebyeTcs nepeaatb KapTe

inlen ANMHa gaHHbIX B Bydepe.

OutData ykasaTtenb Ha 6ydep Ansa npuema faHHbIX OT KapThbl

outlen pa3mep BO3BpaLLEeHHbIX B Oydepe aaHHbIX
Pe3ynbmam

BoaBpaluaeTtca ko owmnbku B cnydae He ycrnelwHoro obmeHa, nnbo ecnu pasmep
nepegaBaeMblX AaHHbIX HYNeBOW uUnun npesbiwaeTt 256 6anT.

Ecnn kapTy BepHyna kog owmnbkn onepaumm, otnnyHbin ot 0x9000, To anuHa
BO3BpaLLEHHbIX AaHHbIX OyaeT paBHa ABYM GanTam, B KOTOpbIX OyaeT coaepXaTbes
yKa3aHHbIN KOA 3aBepLUeHns onepauumn obmeHa.
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dyHkumu nogaepxkm Mifare Classic

AyTeHTudMKaLumna ¢ 3agaHHbIM KINKOYOM

®dyHKUMA NpegHa3HayYeHa anga ayteHTugumkaumm goctyna K 3agaHHomy 6noky kaptel Mifare
Classic.
OnucaHue

function MfcAuthenticateKey (block: uintl6; key type: uint8; pUid:
pbytearray;pKey: pbytearray): uintlé6;

Mapamempnbi
block abconoTHbIN HoMep Broka KapTbl.
key_type T1n knoya: 0x0A — krtoy A, 0xOB — ko B
pUid ykasatenb Ha 4 6anta UID kapTbl Ang ayTeHTUdunkaumm
pKey ykasaTtenb Ha 6 6aToB 3HayYeHus Kno4va goctyna

Bo3epauwaembie 3Ha4eHUs

®yHKLMA BO3BpaALLAET Ko OWNOKK, HOMb NPW YCNELIHOM BbINOMHEHUM OonepaLun.

AyTeHTdmkauma ¢ knroyom ns EEPROM

Mwukpocxema cunTbiBaTENSI COAEPXKUT creumanbHyto obnacte EEPROM, goctynHyto Tonbko
ANd 3anucuK 1 NpeaHasHavYeHHyo Ans XpaHeHus Knoden goctyna K kapte. Knoum 3aHocaTea
C NOMOLLbIO YHKLMMK, ONMCaHNe KOTOPOK cnefyeT 3a onMcaHnem AaHHOW (OYHKLMN.

OnucaHue
function MfcAuthentKeyNo (block: uintl6; key type: uint8; pUid: pbytearray;
key no: uintl6; key version: uintl6): uintlé;
Mapamempnbi
block abcontoTHbIN HoMep 6noka KapThbl.
key type Tvn kntoda: 0x0A — knod A, 0xOB — krnitou B
pUid ykasatenb Ha 4 6arnta UID kapTbl ang ayTeHTudmnkaumm
key_no Homep krtoya B EEPROM, HauunHas ¢ Hyns
key_version BEPCMSA KNtoYa, AOIMKHA ObITb paBHa HyIo

Bo3epauwaemMmble 3Ha4YeHUs1

®yHKLMA BO3BpALLAET KO OWMOKK, HOMb NPW YCMELLHOM BbINOMHEHUW Onepauun.

3anuckb knw4ya B EEPROM

C nomoupbto gaHHon yHkunn B EEPROM MUKpOCXeMbl cunTbIiBaTENS 3anuckbiBaeTcs
nepegaBaeMblii B Ka4eCcTBe napameTpa Krtod. 3anMcaHHbIN KoY NCnonb3yeTcs
npegbiayLen oyHKUMen.

Mpwn 3anucum KnYven ncnonb3yeTca crefyrLee cornalleHme:
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e Kntoy 00 - key A sector 0
e Kntou 01 - key B sector 0
e Knou 02 - key A sector 1
e Kntoy 03 - key B sector 1

e ... MTaKpanee

3a oauH pa3 MoxeT ObITb 3anncaHo Gonee ogHOro knova (Hanpumep, napa Ans
KOHKPETHOro cekTopa).

OnucaHune

function MfcStoreKeyEZ2Z (key no: uint8; num keys: uint8; keys: pbytearray):
uintlé6;

Mapamempsbi
key_no Homep krtoya B EEPROM, HaunHas ¢ Hyns
num_keys KONMYeCcTBO nepefaBaeMbiX YHKLNUN KITHoYen
key_type T1n knoya: 0x0A — krtoy A, 0xOB — ko B
keys yKasaTeslb Ha MaccuB Ko4ven anga 3anucu

Bo3epauwaemble 3Ha4eHUs

q)yHKLI,I/IFI BO3BpaLlaeT Koa OoWwKnOKM, HOMb npun ycnewHoOM BbINOJTHEHUN onepaunn.

YreHue 6noka Mifare Classic

dyHKUMS YnTaeT 3agaHHbIn 6ok kapTel Mifare Classic. NpeaBaputensHo gomkHa 6bITb
npounsBedeHa ayTeHTUdmkaums ana goctyna K 3agaHHoMmy Onoky.

[onyckaeTcst nocnegoBaTenbHOE YTEHME HECKOMbKMX OTOKOB B paMKax TEKYLLEro CeKtopa
KapTbl.

OnucaHue
function MfcReadBlock (block: uintl6; pBlockData: pbytearray): uintlo;

lMapamempnbi
block abcontoTHbIN HoMep 6noka kapThbl.
pBlockData ykasaTtenb Ha obnacTtb namMaTu, B KOTOPYHO CYMTbIBATCA

onok

BosepawaeMble 3Ha4YeHus

OyHKUMS BO3BpALLLAET KOA OLWMOKKM, HOMb 1 16 BaWTOB AaHHbLIX MPX YCNELIHOM BbINOMHEHWUMN
onepauuu.

3anucb 6noka Mifare Classic

®yHKUMA 3anuckiBaeT JaHHble B yka3aHHbIM 6nok kapTel Mifare Classic. NpeasaputensHo
AomkHa 6bITb Npon3BefeHa ayTeHTudrKauma Ana AocTyna K 3agaHHoMmy Grioky.
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[lonyckaeTcs nocnegoBaTenbHas 3anMcb HECKOSbKMX GIIOKOB B paMKax TEKYLLLero cekropa
KapTbl.

OnucaHue

function MfcWriteBlock (block: uintl6; pBlockData: pbytearray): uintlé6;

Mapamempnbi
block abconoTHbIN HOMep Broka KapTbl.
pBlockData ykasaTtenb Ha obnacTb NnamsaTn, U3 KOTOPOW AaHHbIE

3anucbiBaloTca B 610K

BosepamaeMble 3Ha4YeHus

d)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npu ycnewHoM BbIMOJTHEHUN onepaunn.

UTteHue cekTopa Mifare Classic

dyHKUNSA NpegHa3HayYeHa anga YTeHus nonHoro 6noka kaptel Mifare Classic. [nsa kapT
obbemom namaTu 4K nocrnegHve 8 cekTopoB MMeT pasMep AaHHbIX 240 6anT (npoTus 48
GanT onsa ocTanbHbIX CEKTOPOB).

OnucaHue

function MfcReadSector (sector: uintl6; var size: uintl6; data: pbytearray):
uintl6;

Mapamempnbi
sector abCconTHLIN HOMEpP CekTopa KapTbl
size pa3mMep NpoYnTaHHbIX AaHHbIX (48 nnn 240 GanT B
3aBMCUMOCTM OT HOMepa cekTopa)
data ykasaTtenb Ha 06nacTb NamMATh, B KOTOPYIO YMTaKOTCS

AaHHble CeKTopa

Bo3epauwaemMmble 3Ha4YeHUs1

q)yHKU,I/IFI BO3BpaLlaeT Koa OLUNOKMN, HOb U npoYnTaHHbIE N3 CEKTOpa AaHHble Mpu
yCrnewHOM BbINOJTHEHUN onepaunn.

3anuchb cekTtopa Mifare Classic

dyHKUMA NpegHa3HadYeHa anga 3anucu nonHoro 6noka kaptel Mifare Classic. [nsa kapT
obbvemom namaTtu 4K nocnegHme 8 CEKTOPOB UMEIOT pasmep AaHHbix 240 6anT (npoTms 48
6anT onsa ocTanbHbIX CEKTOPOB).

OnucaHue

function MfcWriteSector (sector: uintl6; data: pbytearray): uintl6;

Mapamempsbi
sector abConOTHLIN HOMEpP CEKTOopa KapTbl
data ykasatenb Ha obnacTtb namsaTn, U3 KOTOPOK AaHHbIe

3anncbiBalOTCA B CEKTOpP
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BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpaALLAET Ko OWNBKKN, HOMb NPW YCNELIHOM BbINOMHEHUM onepaLun.
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dyHKunn nogaepxku Mifare Plus

MepcoHanusauuna kapt Mifare Plus

KomaHnga npegHasHa4veHa ans 3anncu noodoro 6noka kaptel Mifare Plus B npouecce
nepcoHanusaumn. PaboTtaeT ToNbKO ¢ kapTon ypoBHs SLO, nocne nepexoaa Ha nobon
APYrov ypoBeHb KOMaHAa BbINOSIHEHA ObITb Y>Ke HEe MOXET.

function WritePerso(block: uintl6; key: pbytearray): uintlé6

MMapamempsbi
block abcontoTHLIN HoMep Grnoka KapThbl.
key 16 GanToB JaHHbIX 4NN 3anUCcK B yKa3aHHbIA Bnok.

C nomoLbo KOMaHabl MOXHO 3anucbiBaTb JaHHbIE Kak B 06M1acTb KIOYen, Tak 1 B ONoku
OaHHbIX.
Bo3epauwaemMmble 3Ha4YeHUs1

q)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npu ycnewHoM BbIMOJTHEHUN onepaunn.

3aKprTb nepcoHann3auuio

KomaHga 3akpblBaeT nepcoHanu3aumio KapTbl C NepeBOAOM ee Ha CreayLnii YypoBEHb
6e3onacHocTu (nocne nepecbpoca nonsa n NocneayoLlen akTuBaLmMmn KapThbl).

lMepcoHanu3zayuro MOXHO NMPO8OOUMb 8 HECKOJILKO MpuemMos, Mexxdy HUMU yoansis
Kapmy u3 noJsisi cHqumbieamernsi. [Jo nosy4yeHusi 0aHHOU KOMaHObI kKapma eedem cebs
Kak obbIkHoeeHHasi namsimb EEPROM (c yyemom cekmopHoUl cmpyKmypbl) ¢
803MO)XHOCMbIO MHO20KPamHoU nepe3anucu 0aHHbIX.

function CommitPerso(): uintl6
MapameTpoB KOMaH4a HE UMEET.

Bo3epauwaemMble 3Ha4YeHUs

(DyHKLI,I/IFI BO3BpaLlaeT Koa owKnOKM, HOMb npun ycnewHoM BbINOJTHEHUN onepaunn.

AyTeHTndmkauma Ha ypoBHe SL3

KomaHga ncnonb3yeTcsa ona ayTeHTMduKaumm 4ocTyna K KapTe Ha ypoBHe 6e30nacHOCTM
SL3. Ecnu go aTtoro kapta 6bina Ha 6onee HM3KOM ypoBHE ©6e30MacHOCTK, TO OHa byaeT
nepesBeaeHa Ha ypoBeHb SL3 6e3 BO3MOXHOCTU NMOHU3NTL €ro oopaTHo.

function MifPlusAuthS13(first: uint8; keyblock: uintlé6;
keyind: uintl6): uintlé

Mapamempsbi
first NPV HEHYIIEBOM 3HAYEHUM TPAKTYeTCH Kak nepBuYHas
ayTeHTUMKaLums.
keyblock Homep Broka, K KoTopomy TpebyeTcst AOCTYN C KOYOM
AES128
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keyind MHOEKC Kkrtoya Bo BHyTpeHHeh EEPROM CLRC663
(KMoYM OOMKHbI ObITh 3aHECEHLI 3apaHee).

Bo3epauwaembie 3Ha4eHUs

q)yHKU,I/IFI BO3BpaLlaeT Koa ownbKN, Honb npun ycnewHoOM BbIMOJTHEHUN onepaunn.

AyTeHTdmkauma Ha ypoBHe SL3 ¢ 3agaHHbIM KINHOYOM

Kak 1 npegbigywias, komaHaa ucnonb3yetcsa Ansa ayteHTudukaumm gocTyna K kapTe Ha
ypoBHe 6e3onacHocTtu SL3. Ecnu go atoro kapta 6bina Ha 6oree HM3KOM YpOBHE
©esonacHoCTK, TO OHa BygeT nepeBefeHa Ha ypoBeHb SL3 6e3 BO3MOXHOCTM MOHM3UTL €ro
obpaTtHo. OTnnyMe B TOM, YTO KIOY AOCTYNa 3a4aeTcsi HeNnocpeaCTBEHHO Npu Bbl30Be
PYHKUMM.

function MifPlusAuthS13Key (first: uint8; keyblock: uintl6;
key: pbytearray): uintlé

Mapamempnbi
first NpU HEHYNEBOM 3HaYeHUM TPaKTyeTCs Kak NnepBuyHas
ayTeHTuduKaums.
keyblock Homep Oroka, K KoTopomy TpebyeTcst AOCTYN C KOYOM
AES128.
key 3HayeHue knya AES128 (16 6avitos).

Bo3epauwaemMmble 3Ha4YeHUs1

®yHKLMA BO3BpALLAET KO OWMOKKN, HOMb NPW YCNELLHOM BbINOMHEHUM Onepauun.

YreHue 6nokoB kapTbl Mifare Plus

MNocne ycnewHon ayTeHTUdUKaLmMmn K CEKTOPY C MOMOLLbIO AaHHOW (PYHKLMMN MOXHO
npoynTaTb 0AMH unun 6onee 6NoOK AaHHLIX U3 3TOrO CEKTopa.

function MifPlusReadBlocks (encripted: uint8; readmaced: uint8;
maconcmd: uint8; block: uintl6;
blockcount: uint8; data: pbytearray): uintl6

Mapamempnbi
encripted 0 — 6e3 wndpoBaHus, 1 — ¢ wndpoBaHnem obmeHa.
readmaced 0 — yteHue 6e3 MAC, 1 — c MAC.
maconcmd 0 — 6e3 MAC B komaHge, 1 — ¢ MAC.
block Homep Onoka ans yYteHus (B abCOMTHLIX 3HAaYEHUSX).
blockcount yuncno 6nokoB Ans YteHus (oT 1 0o 4-x)
data ykasaTtenb Ha 6ydep ansa npounTaHHbIX AaHHbIX.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWMOKKN, HOMb NPW YCNELLHOM BbINOMHEHUM Onepauun.
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3anucb 65nokoB KapTbl Mifare Plus

Mocne ycnewHon ayTeHTUMKaLMM K CEKTOPY C NOMOLLLIO JAaHHON OYHKLUM MOXKHO
3anucartb oavH unn 6onee 6ok AaHHbLIX B 3TOT CEKTOP.

function MifPlusWriteBlocks (encripted: uint8; maconresp: uint8;
block: uintl6; blockcount: uint8x
data: pbytearray): uintlo6

MNMapamempsbi
encripted 0 — 6e3 wndpoBaHus, 1 — ¢ wndposaHnem obmeHa.
maconresp 0 — otBeT 6e3 MAC, 1 —c MAC.
block HoMep 6noka Ansa YyteHus (B abCONOTHBIX 3HAYEHUSX).
blockcount yuncno 6nokoB Ans YteHns (oT 1 0o 4-x)
data ykasaTtenb Ha 6ydep Anga sanucbiBaeMbiX aHHbIX.

BosepawaeMble 3Ha4YeHus

q)yHKLI,I/Iﬂ BO3BpaLlaeT Ko owmnbKn, Honb npu ycnewHoOM BbINOJTHEHUK onepaLlnn.

YTteHue cekTopa Mifare Plus

HasHa4yeHue

dyHKUMS NpedHasHayeHa Ons Y“TeHU gaHHbIX cektopa kapTthl Mifare Plus. YitaeTtca Tonbko
obnacTb gaHHbIX, 6€e3 cekTopa Tpannepa.

dyHKUMS cama onpefenseT pasMmep AaHHbIX (YMCno BroKoB) AN YTEHMS B 3aBUCUMOCTU OT
HoMepa cekTopa: ans cekTopoB oT 0 Ao 31 unteTtcs 48 6anT gaHHbIX, AN CEKTOPOB OT 32 A0
39 yutaeTtca 240 6anToB JAHHbIX.

OnucaHue

function MifPlusReadSector (encripted: uint8; readmaced: uint8; maconcmd:
uint8; sector: uintl6; var size: uintl6; data: pbytearray): uintl6

Mapamempnbi
encripted 0 — 6e3 wndpoBaHus, 1 — ¢ wndpoBaHnem obmeHa.
readmaced 0 — yteHue 6e3 MAC, 1 — c MAC.
maconcmd 0 — 6e3 MAC B komaHge, 1 — ¢ MAC.
sector Homep cekTopa and yteHus (ot 0 go 39).
size BO3BpaLlaeT KOIMYECTBO NPOYMTaHHbIX BANTOB
data ykasaTtenb Ha 6ydep ansa npounTaHHbIX AaHHbIX.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWMOKK, HOMb NPW YCNELLHOM BbINOMHEHUM Onepauun.
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3anucb cektopa Mifare Plus

HasHavyeHue

dyHKUMS NpedHasHadYeHa Ans 3anucy gaHHblx cekTopa kapTtel Mifare Plus. 3anunceiBaeTtca
TONbKO 06nacTb AaHHbIX, 6e3 cekTopa Tpannepa.

dyHKUMS cama onpegenseT pasMmep OaHHbIX (YMcno Gr0KOB) 4SS 3anncu B 3aBUCUMOCTU OT
HoMepa cekTopa: ans cektopoB oT 1 4o 31 nuweTtcs 48 6anT AaHHbIX, 451 CEKTOPOB OT 32
0o 39 nuwetcsa 240 6anNTOB AaHHbIX.

[na HyneBoro cektopa nuweTcs Tonbko 32 6anTa, nepsble 16 6aNTOB AaHHbIX
WUrHOPUPYHOTCS, MOCKOSbKY 6ok O nmeeT aTpUBYT «TOMBKO NSl YTEHUSA».

OnucaHue

function MifPlusWriteSector (encripted: uint8; maconresp: uint8; sector:
uintl6; data: pbytearray): uintl6;

Mapamempnbi
encripted 0 — 6e3 wndpoBaHus, 1 — ¢ wndposaHnem obmeHa.
maconresp 0 —6e3 MAC, 1 —c MAC.
sector HoMep cekTopa Ans 3anucu (ot 0 go 39).
data ykasaTtenb Ha 6ydep ¢ AaHHbIMU AN 3anucu.

Bo3epauwaemMmble 3Ha4YeHUs

q)yHKLI,I/Iﬂ BO3BpaLlaeT Ko owmnbKn, Honb npu ycnewHOoM BbINOJTHEHUK onepalnn.

3aHeceHue knw4enn B EEPROM

Knioum wncpoBaHma MOXHO nNpeaBapuTenbHO 3aHecTu Bo BHyTpeHHolo EEPROM CLRC663
ANsi NOCNeayLWwero X CNosb3oBaHKsa B Npoueaype ayTeHTudukauumn (Hanpumep, ¢
dyHkumen MifPlusAuthSI3).

function WriteAesKeyToEe (sector: uint8; keytype: uint8;
key: pbytearray): uintlé

Mapamempsbi
sector HOMep ceKTopa, 418 KOTOPOro npegHasHayeH KIlou.
keytype 0 —kntoy A, 1 — knov B.
key ykasaTtenb Ha 6ydep ¢ 3anMcbiBaeMbIM KIHOYOM.

BosepacuaeMble 3Ha4YeHus

(DyHKLI,I/IFI BO3BpaLlaeT Koa OowKnOKM, HOMb npun ycnewHoM BbINOJTHEHUN onepaunn.

Mepesanuchb cekTopHbIx Knwo4ven AES

[o6asneHa c Bepcun 1.1.2 6ubnumotekn. PyHKUMA NpegHasHayeHa ans nepesanmncu
CEKTOPHbIX Krtoven AES-128 B kapTy, nepeBeAeHHyI0 Ha ypoBeHb 6esonacHocTh SL3.

function MifPlusChangeAesKey (maced: uint8; block: uintl6; key: pbytearray) :
uintlé6
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Mapamempnbi
maced 3agaeT pexum obmeHa ¢ kapton. Mpn Hyne MAC He
ncnonb3yeTcs.
block Homep 6noka, B KOTOPbIN 3anNnCbiBaeTCA HOBOE 3Ha4YeHue
Krnoya.
key ykasatenb Ha Oydep ¢ 3anncbiBaeMbIM KITHOUOM.

BosepawaeMble 3Ha4YeHus

q)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npu ycnewHoM BbINOJTHEHUN onepaunn.

3ameyaHus

Kntoumn xpaHaTcs B 6nokax ¢ agpeca 0x4000, Hanpumep, B 6rioke 0x4000 xpaHuTca kntod A
ANnsa Hyneeoro cektopa, B 6noke 0x4001 xpaHuTcs kntod B anga HyneBoro cektopa.

Mepen BbI30BOM hyHKUMN crniegyeT akTUBMPOBATL KapTy 4O YPOBHA 4 U NPOBECTU
ayTeHTMdMKaLMIO C KIMIOYOM Ha 3anucb OS5 KenaemMoro cektopa, nocrne Yero MoXHo
nomeHATb oba knoYa (Kak Ha 3anuck, Tak 1 Ha YTeHue). Kak npaBuno, Ha 3anucb
ncnonb3yeTcs KN4 B, 4To B NnpvBegeHHOM BbilLe Npumepe nogpasymeBaeT
ayTeHTMdukauuio K 6roky 0x4001.
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KomMmnnekcHble hyHKUUN

B naHHOM pasgene paccMoTpeHbl yHKUuK, AobaBneHHble B Bepcumn 2.0 6ubnunotekun. ns
nX NoaaepXkn Bepcna no cumteiBaTens PR-P18 gomkHa 6biTh Takke He Huke 2.0.

Cnedyem umemsb e eudy, 4Ymo nepeyucrsieHHble 8 0aHHOM pa3desie (hyHKyuUU

caMocmosimesibHO 6KJI04alom HeCywyro, HO He 8bIK/II04arom ee o OKOHYaHuuU
pabombl — amo dosmkeH coeslamb NPo2paMMucm, ebi3bieaswuli (hyHKUUIO.

MNonyyeHue ASN 6aHKOBCKOM KapTbl

KomaHga npegHasHayveHa anga nonydeHns ASN cneumanbHOro He PUMHaAHCOBOMO
NpunoxeHns 6aHKOBCKOM KapThbl. Ha kapTe Ao/mKHO ObiTb pasmeLleHo He PUHAHCOBOE
npunoxexHne SmartLab Solutions.

function ReadBankAsn(var size: uintl6; data: pbytearray): uintl6;

Mapamempnbi
size pa3smep Bo3BpalLiaemoro ID kapThl.
data ID kapTbl pa3amepom 8 6anToB.

Bo3epauwaemMble 3Ha4YeHUs

(DyHKLI,I/IFI BO3BpaLlaeT Koa owKnodKM, HOMb npun ycnewHoOM BbINOJTHEHUN onepaunn.

MNonyyeHne ASN 6aHKOBCKOM KapThbl C X3LWMWPOBaHUEM

KomaHga npegHasHaveHa anga nonydeHns ASN 6aHKOBCKOM KapTbl C XaLWMpOBaHMEM A1
obecneveHns YHMKanbHOCTM Koda Npu UCMNonb3oBaHUKU KOpoTkmx ID kapT B cucteme. Ha
KapTe OOMKHO ObiTb pasmelleHo He prHaHcoBoe NpunoxeHne Smartlab solutions.

function ReadBankAsnCoded (var size: uintl6; data: pbytearray): uintlé6;

MMapamempsbi
size pa3smep Bo3palLiaemoro ID kapThbl.
data ID kapTbl pa3amepom 4 b6anTa.

Bo3epauwaemMmble 3Ha4YeHUs1

®yHKLMA BO3BpaLLAET Ko OWNBKKN, HOMb NPW YCNELIHOM BbINOSHEHUM OonepaLun.

NonyyeHue ID cmaptdoHa c OC AHapoua

KomaHga npegHasHayeHa Ansa nonyyYyeHns yHukanbHoro ngeHtndukatopa cmaptgoHa ¢ OC
AHgpouva. Ha cmapTdoHe gomkHo pabotatb npunoxeHue Parsec Card Emulator.

function ReadParsecSmart (var size: uintl6; data: pbytearray): uintlo;

lMapamempsbi
size pa3smep Bo3BpalLaemoro ID cmapTdoHa.
data ID kapTbl pasamepom 8 6anToB.
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BosepacuaeMble 3Ha4YeHus

®yHKLMA BO3BpaALLAET Ko OWNBKKN, HOMb NPW YCNELIHOM BbINOMHEHUM onepaLun.

MNonyyeHue ID kapTbl TUNa B

KomaHga npegHasHayeHa ans nonyyYyeHns yHUKanbHOro naeHtudukatopa KkapTbl Tvna
1ISO-14443-B. OaHHbI TUN KapT He uMeeT noctosiHHoro UID kak y kapT Tuna A, noaTomy
naeHTMduKaTop n3BnekaeTca n3 cneymanbHon obnactu kaptel. PaboTaeT ¢ kapTamm
onpegeneHHoro NpoM3BoOANTENS, UCMOMNb3yeTCH B 3aKa3HbIX NPOEKTax.

function ReadCardB(var size: uintl6; data: pbytearray): uintlé6;

Mapamempnbi
size pasmMmep Boaspalwiaemoro 1D kapThbl.
data ID kapTbl pa3amepom 7 6anToB.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWMOKK, HOMb NPW YCMELLHOM BbINOMHEHUW Onepauun.

Mony4yeHume ID kapTbl TUNA B ¢ XawmnpoBaHuem

KomaHga npegHasHayeHa gns nofydeHnst yHMKanbHoro ngeHtudumkaTopa kaptbl Tuna
1ISO-14443-B. [aHHbI TUN KapT He umeeT noctosiHHoro UID kak y kapT Tuna A, noaTomy
naeHTudKnKaTop N3BreKaeTcsa N3 cneynanbHoOn obrnactu kapTel. PaboTaeT ¢ kapTamun
onpegeneHHoro NPoM3BoANTENS, UCMOMNb3yeTCHA B 3aKa3HbIX NpoekTax. XawnpoBaHne
ucnonb3yetca Ana obecneyeHus yHukanbHocTu ID, korga ero gnvHa mMeHbLue
OpPUIrMHaNbHOIo 3HaAYEeHUS.

function ReadCardBCoded (var size: uintl6; data: pbytearray): uintlé6;

Mapamempnbi
size pasmep BoaBpalwiaemoro 1D kapThl.
data ID kapTbl pasamepom 4 6awnTa.

Bosepauwaembie 3Ha4eHUs

q)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npu ycnewHoM BbINMOJTHEHUN onepaunn.

Mony4yeHnue ID kapThbl I-Code SLI

KomaH,u,a npegHasHa4deHa and nosfiydeHnd yHUKarnbHoOro I/Iﬂ,eHTVICbI/IKaTOpa KapTbl TUNAa
I-Code SLI (1ISO-15693).

function ReadCardICode (var size: uintl6; data: pbytearray): uintl6;

Mapamempnbi
size pa3smep BosBpalLaemoro ID kapThl.
data ID kapTbl pa3amepom 8 6anToB.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWNOKK, HOMb NPW YCNELLHOM BbINOMHEHUW Onepauun.
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MNonyyeHne PAN Homepa 6aHKOBCKOW KapTbl
KomaHaa npegHasHayeHa Ang nonydeHnst B Ka4ecTBe YHUKanbHoro naeHtudpukatopa (ID)
yactn PAN HoMmepa 6aHKOBCKOW KapTbl, B TOM YMCIE C BUPTYalbHbIX KapT Ha cMapTdoHax.

HanHaga dyHkums ymtaeT Yactb PAN Homepa kapTbl C C YacTUYHBbIM Npeobpa3oBaHMeEM, Npu
KOTOPOM BblaaBaeMbll (pyHKLMEN KO He coBnagaeT co 3HayYeHnem, 0003Ha4YeHHOM Ha
KapTe.

Mo aaHHoMmy anroputmy paboTtatoT cunteiBaTenm cepum PNR-P/X.

function ReadBankCardPan (var size: uintl6; data: pbytearray): uintlé6;

Mapamempnbi
size pasmep Boaspalwiaemoro 1D kapThbl.
data ID kapTbl pa3amepom 5 6anT.

BosepawaeMble 3Ha4YeHus

®yHKLMA BO3BpALLAET KO OWMNOKK, HOMb NPW YCNELLHOM BbINOMHEHUW Onepauun.

MNonyyeHue nonHoro PAN Homepa kKapThbl

KomaHpga cnyxut gnsa nonydeHusa nonHoro PAN HoMmepa ¢ pearnbHOW Ui BUpTyarbHOM
©aHKOBCKOW KapThbl B BUAE CTPOKW. [onydyeHHasa cTpoka NOBTOPSET M300paKeHHLIN Ha KapTe
HOMEp M NO3BOMSIET HA CTOPOHE XOCTa OCYLLEeCTBUTb HeobXxoanuMble OOMNOMHUTENbHbIE
npeobpasoBaHnst (HAaNPUMEP, X3LUMPOBaHME, MOCKOSIbKY NCMONb30oBaHue peanbHoro PAN
HOMepa B NPUMNOXEHUAX CYUTAEeTCs HeJONyCTUMbIM).

function ReadCardPanFull (var size: uintl6; data: pbytearray): uintlé;

Mapamempnbi
size pa3mep Bo3palLaemoro ID kapThbl.
data ID kapTbl B BUAE TeKCTa pasmepom 16 6anT.

Bo3epauwaemMmble 3Ha4YeHUs1

q)yHKU,I/IFI BO3BpaLlaeT Koa owmnbKn, Honb npun ycnewHoOM BbIMOJTHEHUN onepaunn.
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PyHKUUU, cneuudunyHboie ana PR-X18

OyHKUMM N3 OaHHOTO pasgernia nogaepXkmnsaroTcs Tonbko B mogenu PR-P18X, umetowen
HM3KOYaCTOTHbIN paano TpakT.

UteHue kaptbl bopmata EM Marin

®yHKUMS Bo3BpaLlaeT nonHbin (5 6anT) koA kapTel opmaTta EM Marin.

function ReadCardEM(var size: uintl6; data: pbytearray): uintl6;

Mapamempsbi
size pasmep BoaBpawiaemoro ID kapThl.
data ID kapTbl pasamepom 5 6auT.

Bo3epawaemble 3Ha4YeHUs

®yHKUMA BO3BpALLAET KoA OLMOKKM, HOMb NPU YCMELHOM BbINONHEHUM OnepaLun.

YteHue kapthbl chopmarta HID

dyHKUMS BO3BpaLLLAET NOMHbIN (6 6anT) koA KapTel dpopmMata HID. [JanbHenwasa TpakToBka
dopMaTa AaHHbIX Ha kKapTe NPeAOCTaBNAETCS NONb30BaTENH.

function ReadCardHid (var size: uintl6; data: pbytearray): uintl6

MMapamempsbi
size pa3smep Bo3palLaemoro ID kapThbl.
data ID kapTbl pa3amepom 6 6anT.

Bo3epauwaemMmble 3Ha4YeHUs1

®yHKLMA BO3BpaALLAEeT Ko OWNBKKN, HOMb NPW YCNELIHOM BbINOSHEHUM OonepaLun.

YreHune kaptbl popmara CheckPoint

dyHKUMS BO3BpaLLLAET NofHbIN (4 6anTa) kog KapTel popmaTta CheckPoint, Bkntovas
KOHTPOSbHYKO CyMMy

function ReadCardCP (var size: uintl6; data: pbytearray): uintl6

lMapamempsbi
size pasmep Bo3BpalLiaemoro ID kapThl.
data ID kapTbl pasamepom 4 6anTa.

Bo3epauwaemMble 3Ha4YeHUs

CDyHKLI,I/Iﬂ BO3BpaLlaeT Ko owmnbKn, Honb npu ycnewHOoM BbINOJTHEHUK onepalnn.
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MpunoxeHune 1

PacnpepneneHune ceKTopoB KapTbl

PekomeHayemoe pacnpegeneHne cekTopoB nepBoro kunobanta namatn kaptel Mifare Plus B
cMcTeMe A0CTyna C BO3MOXHOCTbIO AOMOSTHEHUSA APYrMX NPUMOXEHUIN NOKa3aHo B
cneaytoulen Tabnuue.

Tabnuua 2:

CekTop HasHaueHue

3 CID — npgeHTtudpmkartop kaptbl B CKY[,

4 PACS — paHHble ana CCKY[

7 cBoboaeH
8 cBoboaeH
9 cBoboaeH
10 cBoboaeH
1 cBobopaeH
12 cBobopaeH
13 cBobopaeH
14 cBobopaeH
15 cBobopaeH

Taknum o6pasom, Mbl ocTaBnsieM 9 cBOGOOHbIX CEKTOPOB 4151 pacnpedeneHuns mexay
APYTMMUN NPUNOXKEHNSIMMN.
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NMpunoxeHue 2

Copepxumoe MAD

C y4yeToM npuBeAeHHOrO Bhille pacrnpenenenus cektopos MAD GyaeT umeTb criegytollee

coAep>KUMOE.
Tabnuua 3:
Bant | 15 | 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
6nok
0 Bnok nponssoautens, skntovas UID
1 AID AID AID AID AID AID AID info | CRC
cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa
0x07 0x06 0x05 0x04 0x03 0x02 0x01
0x0000 0x0002 0x0002 0x4801 0x4701 0x0004 0x0003 | 0x01| 7?7
2 AID AID AID AID AID AID AID AID cekTopa
cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa cekTopa 0x08
OxOF 0xO0E 0x0D 0x0C 0x0B 0x0A 0x09
0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000 0x0000
3 CekTop Tpannep (K4 1 ycnosms gocTyna)

Mo cneuudmkauumn MAD () 3a cucteMamu KOHTPONsS AOCTyna 3ape3epBUpOBaHbl Kobl
knactepa 0x47, 0x48. Koabl npunoXxeHust onpeaenseT, kak NpaBuio, pa3paboTyuk.

Cmp. 30




HuHamuyeckas 6ubnuomexka PRP18.DLL Pykosodcmeo npozpammucma

Oonsa sameTok

Cmp. 31
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